
Cyber Risk Assessment Checklist: 
How to Protect Your Small Business

This quick checklist helps you identify where your business may be exposed to common cyber risks like data 
breaches, ransomware, and payment fraud.

Answer the following questions: = Yes = No

If you answer “No” or feel unsure about a question, it may indicate a potential risk.

Customer & Employee Data Backups & Recovery
I know exactly what sensitive data I store Business data is backed up regularly

I only keep data I actually need Backups are stored separately
Data is stored securely (not in inboxes or 
loose files)

I could recover quickly if data were lost

Access to sensitive data is limited Without backups, ransomware or data loss could 
shut down your business.

If this section has gaps, your business may be 
exposed to data breach risk and customer 
notification costs. Vendors & Third-party Tools

Payment Processing
I use trusted platforms (Shopify, Square, etc.)

Access to these tools is secured
I use a trusted, secure payment processor I limit the data shared with vendors

My website or checkout is secure (HTTPS)
I do NOT store full card details myself Third-party tools can introduce hidden 

vulnerabilities if not managed properly.

I review transactions for unusual activity

Gaps here may increase your risk of 
payment fraud or financial loss.

Employee Access & Training
Employees only access what they need

Passwords & Logins
They understand phishing and basic 
cyber risks

All accounts use strong, unique passwords Shared logins are avoided

Multi-factor authentication (MFA) is enabled
Passwords are not shared insecurely

Human error is one of the leading causes of 
cyber incidents.

Incident Response
I know what to do if a cyber incident occurs

I know who to contact for help

Devices & Software I could notify affected customers

All devices are password-protected
Software and apps are regularly updated

No response plan can increase downtime, costs, 
and reputational damage.

Basic security tools are in place
I avoid using public Wi-Fi for sensitive logins

Unsecured devices can create entry points 
for attackers.

Weak management here can lead to 
account takeovers, one of the most 
common cyber incidents.

Access is removed when someone leaves
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